


“Automation is critical to
the success of DNSSEC.
The Xelerance DNSX
appliances are at the
cutting edge of deployable
DNSSEC Solutions”

-- Dan Kaminsky

What is DNSX?

Xelerance DNSX Secure Signer is a pro-active
DNSSEC management solution. It relieves the
DNS administrator of the burden of the additional
DNSSEC management requirements.

DNSX Secure signer avoids human error by
automating these tasks, ensuring timely updates
of keys and domain signatures as well as providing
early notification of the few remaining manual
tasks required.

What does DNSSEC provide?

DNSSEC provides extensions to the regular DNS
for authentication via digital signatures. DNSSEC
shuts the door on DNS exploits such as DNS
cache poisoning attacks and DNS hijacking of
domains. It facilitates the DNS to be used as a
secure distributed public database for third party
applications that require authenticated DNS
records, such as those used in spam-prevention
[SPF records), secure remote login (SSHFP
records), establishing large VPN deployments
(IPSECKEY records) and LDAP or Active Directory
related DNS records.
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What does DNSSEC involve?

DNSSEC involves the creation and regular
maintenance of cryptographic keys for domains.
These keys are used to digitally sign all DNS
records. If any DNS record in a domain changes,
the entire domain needs to be resigned using the
DNSSEC keys and uploaded to the nameserver.
All domains need to be resigned with the DNSSEC
keys at least once a month.

DNSSEC also requires continuous communication
to the toplevel domains.

Signed domains that have an expired signature,
an old or missing key, will completely vanish from
the internet.

To complicate things further, there is no “flag day”
for DNSSEC. Over the next few years, all the top-
level domains will become DNSSEC enabled, and
when they do, DNS administrators should support
DNSSEC on those domains.

These regular administrative requirements
significantly increase the chance of human error.
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Added security brings added responsibility

Safeguarding your DNSSEC keys is of the utmost
importance, since compromised keys would
constitute a major security breach. Attackers
with your private keys can lure your users with
cryptographic certainty to their rogue sites, they
can also cryptographically steal all the domains
underneath your domain, including all the domains
that depend on nameservers located in your
compromised domain.

Zone management

With DNSSEC, every zone needs to be resigned
at least every month. DNSX Secure Signer
re-signs domains weekly, providing a 3-week
margin. Additionally, to provide for highly volatile
applications, DNSX Secure Signer supports
further flexibility for shorter signature lifetimes.
DNSX keeps track of the signed domains, and
provides the administrator advanced notification
in the case of unexpected delays before these
issues turn into an urgent operational problem.
For organizations that require a web
management portal to edit zonefiles, DNSX
provides this capability which fully integrates
domain modifications with the required DNSSEC
procedures to sign these updates.

Domain Overview with DNSSEC status

Nameserver integration

DNSX Secure Signer integrates seamlessly
into any existing nameserver infrastructure.

It features several methods, including AXFR
and SCP, for importing unsigned zonefiles and
exporting the signed zonefiles that will fit in any
currently deployed DNS infrastructure.
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DNSSEC Key management

DNSX Secure Signer automatically generates the
required new Zone Signing Keys (ZSK’s) and Key
Signing Keys (KSK’s] . It can prepare and perform
the full two-stage key rollover without human
interaction and supports an Emergency Key
Rollover procedure.

A framewaork to provide for future updates,
including support of the emerging protocol for
secure automated DS-record updates to the
parent domain, ensures DNSX stays current with
future DNSSEC developments.

DNSX notifies administrators well in advance to
perform a TLD-specific manual DS-record update
and provides guidance to the administrator
though the entire process.
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Tuning DNSX to match your security policy

Government and military organizations have
different security policies than banks or ISP’s. That
is why DNSX Secure Signer allows you to enable
individual features on the system as required.
This can be as granular as allowing different
domains in the same organization to have their
own security policy. It also includes policies for
automated key rollover, automatic resigning

of domains and automatic uploading of signed
zones and system-wide defaults and per-domain
settings for key types and key sizes, following IETF
Best Operational Practices.

The notification and warning system includes the
web interface, email, and an LCD display.

Activity is shown on the front panel LCD

DNSX: Online or Offline?

DNSX Secure Signer uses a hardened OS and a
stateful firewall strictly limiting access to and from
DNSX. Per default, no remote access is possible
via the LAN port, and all secure operations must
originate from the MANAGER port.

If DNSX Secure Signer is operated in online mode,
zones can be imported and exported using a web
browser or SCE/SFTP with rsync.

Additionally, in online mode, DNSX Secure Signer
can export domains directly to the primary name
server using AXFR/IXFR to reload the primary
nameserver. This process fully automates signing
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and publishing of the newly signed domains on the
internet.

And for those who feel the need for more security,
DNSX can work completely offline. In offline mode,
DNSX Secure Signer provides import and export
facilities through USB media or via a direct laptop
connection.

DNSSEC Lookaside Verification (DLV]

To facilitate partial DNSSEC deployment in TLD’s
that have not yet enabled DNSSEC extensions,
support for DNSSEC Lookaside Verification (DLV)
is required.

DNSX Secure Signer supports the Internet
Software Consortium (ISC) DLV Registry and will
create the required DLV records for domains in
TLD's that do not yet support DNSSEC natively.
DLV allows organizations to get a head start at
implementing DNSSEC and obtain operational
experiences with DNSSEC even before TLD’s have
deployed DNSSEC.
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Use DNSX without DNSSEC

DNSX Secure Signer is of great benefit even

to organizations not currently using DNSSEC.
DNSX provides an early notification of domain
registration renewals. It alerts administrators to
nameserver inconsistencies or malfunctioning
nameservers. |t prevents syntax errors in
zonefiles by running zonefile verifications before
committing and changes to the zonefile. DNSX
can also manage SSHFP, SPF, IPSECKEY records,
and has preliminary support for DANE records.

Audit trail and Logs

Xelerance understands the requirements for
having a full audit log available. DNSX Secure
Signer allows a remote syslog server, or can
optionally use a SNARE logging server. It further
allows you to download all the logs generated
by the system, including an audit log that shows
when key and zone operations occurred.

Scalability

DNSX is highly scalable. It automatically optimizes
CPU resources by spread-scheduling CPU
intensive operations such as zone signing. DNSX
includes a FIPS 140-2 compliant hardware
random number generator capable of supporting
the DNSSEC requirements of large ISP's.

For more info visit: http;//www.xelerance.com

Early deployment of

DNSX Secure Signer allows
you to become familiar
with the requirements of
DNSSEC and facilitates an
easy migration.




Hardware Specification

CPU 1.1 Ghz VIA C3 Nehemiah

HW Random On-Die Quantum-based VIA

HW crypto VIA PadLock Engine

RAM 1 Gbyte

Storage

DNSX System 2Gbyte Compact Flash Sandisk spec
DNSX Data 2Gbyte Compact Flash Sandisk spec
Peripherals

Ethernet 2x 10/100/1000

USB 2xUSB 2.0 + 2x USB 2.0

Display 2 line B/W with backlight and warning

sounds

Implemented RFC’s

DNSSEC RFC's 4033, 4034, 4035, 4508, 4431, 4641, 5155
[2535]

OpenPGP RFC 2440

SSH RFC’s 4250, 4251, 4253, 4254, 4255
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Regulatory Compliance

uL Canada and the United States

NIST SP800-81 Secure Domain Name System [DNS)
Deployment Guide

NIST SP800-53-R1 Recommended Security Controls for

Federal Information Systems.
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Software Specification

0Ss Xelerance Linux Centos5 based
App Xelerance DNSX-111

Only peer-reviewed open source cryptographic algorithm and
cipher implementations are used in this product.

Cryptographic applications include IETF RFC compliant and NIST
comforming cryptographic software from:

Xelerance Corperation
Internet Software Consortium
SPARTA, Inc

NLnetlabs

Linux kernel CryptoAPI

The Apache Foundation
GNUPG

http://www.xelerance.com
http://www.isc.org/
http:;//www.sparta.com
http;//www.nlnetlabs.nl/
http;//www.linux.org
http;//www.apache.org/

http://www.gnupg.org/

Software license
Source code to all Free and Opensource Software is available for
customers at http:;//dnsx.xelerance.com/
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Trademarks

The product names used are for identification purposes only. All
trademarks and registered trademarks are the property of their
respective owners.




